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Contact Quest

Understanding your Support

Review support maintenance programs and offerings.

Registering for Support
Access the Quest support site and click Sign in to register for product support.
Accessing Technical Support

For your convenience, Quest provides easy access to "One Stop" support for Quest Data
Intelligence (Quest DI), and includes the following:

Online and telephone contact information for technical assistance and customer ser-
vices

Information about user communities and forums
Product and documentation downloads

Quest Support policies and guidelines

Other helpful resources appropriate for your product

For information about other Quest products, visit Quest Products Overview.

Provide Feedback

If you have comments or questions, or feedback about Quest product documentation, you
can send a message to the documentation team.

News and Events

Visit News and Events to get up-to-date news, announcements, and events. View video

demos and read up on customer success stories and articles by industry experts.
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Policy Manager

Policy Manager

Policy Manager is an Al-powered module within Data Governance that enables business

stewards and data stewards to create and enforce policies with minimal manual effort. It

automates policy draft creation, business rule generation, and enforcement activities.

Policy Manager addresses following key challenges:

Speed: Al-assisted policy creation reduces time from weeks to hours
Consistency: Automated rule generation ensures policies are enforced uniformly
Accessibility: Non-technical users can create and manage policies

Compliance: Enforcement tracking provides audit trails for compliance

Scalability: Apply policies across multiple databases and environments

Supported Policy Types

Data Classification

Classifies data assets by sensitivity level such as Public, Internal, Confidential, and
Restricted. For example, "Mark all customer PIl as Confidential."

Data Masking

Hides sensitive data in environments. For example, "Mask credit card numbers in DEV
databases."

Data Retention

Defines data lifecycle and deletion schedules. For example, "Delete transactional logs
older than 90 days."

Manual Policies

Business policies from Business Glossary Manager listed for reference. Not directly
enforced through Policy Manager.
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Policy Manager

[—1,, Ensure that your administrator has enabled the Policy Manager per-
='é missions for you.

Supported Environments

Policy Manager supports the following databases for policy enforcement:

o Snowflake

e Databricks

To access Policy Manager, go to Application Menu > Data Governance > Policy Manager.

The Policy Manager page appears, with the Policies tab open by default.

(@ Policles M Rules

"3 CATALOGS + = (@ Hame # Create Policy

Search catalogs. & 10 Todal Polickes 8 4 Caislogs @ 0 Enforoed & 0 Classificabion &1 Data Masking # 0 Retention 1Al &9 Marual

SEARCH CATALDG TYRE
*  Busaness Cal
sk {Q Search policy name or d b All catalegs - Al types w Rt a3
» ErwinEmployes
+  GOPR Palicies # Catalog Path Palicy Nama = Type = Source Definition = Actions
*  TechPubs ¢ Data .
1 GOPR Palicies Data Masking Palicy - Marketing :\t m:kmq__}l &8l This policy mandates that all email addresse_ .* F@FDLAT
<
p Erwin_Employes Parformance Review Policies O Gereric & Manual  Empleyes compensation and develapment p_
3 Erwin_Employes Substance Abuse Policles 0 Generic & Manual  Substance abuse can have adverse effecls o .*
4 GDPR Palicies TODA O Garseric & Mangal
& TechPubs Project Plan O Generic & Manual
'3 TechPubs Imnpact Analysis O Ganenc & Mangal "
7 GDPR Palicies Documentation O Gereric & Manual | Governs the ervin DIS decumentation proce.

The Policy Manager page provides a centralized workspace for data governance teams to
create, organize, and maintain business policies across all catalogs.

Two tabs allow you to switch between governance objects:

Policies Use this section to create and manage policies.
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Policy Manager

Rules Use this section to view rules and the activity log for rules.

Policies

The Policies tab is the active view that lists all business policies across your catalogs. Use the
summary chips to quickly filter the list by policy type, search by policy name or definition,
and narrow results further using the Catalog dropdown. From this tab, you can view, man-
age, and take actions on existing policies, and create a new policy using the Create Policy
button.

You can also add a new catalog from Policies tab. Click + at the top of the catalog panel.

Actions

Each policy row in the list includes an Actions column. The following functions are available
for each policy:

. 5. Al Explain - Generates a plain - English summary of the policy using Al, based on
all policy components including its definition, rules, and metadata.

¢ @ _yiew Policy - Opens the full policy details in the default display format, showing
the policy name, description, definition, draft status, and associated metadata.

- 7. Edit Policy - Re-opens the policy creation wizard, allowing users to modify the
policy definition, associated assets, linked rules, or any other attributes.

° @ - Activity Log - Displays a complete audit trail of all changes made to the policy,
including updates to assets, definitions, descriptions, and linked rules.

° 49 - Enforce Policy - Executes the Al-generated SQL queries on the connected data
source through Quest DI to enforce a policy.

° ﬂgﬁ - Mind Map - Displays all associations and relationships for a policy.
- W. Delete - Removes the policy along with all its associations and rules.

For more information, refer to the Creating Policies and Managing Policies topics.
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Policy Manager

Rules

The Rules tab lists all business rules across your data domains. Use the available filters to
search and narrow the list, and take actions on individual rules directly from the table.

@ Policies [ Rules
[T Business Rules
BEARGH CATALSE BEFINITION BESERIPTIO RIALE &
1l 1 ¥ Filter by catalog, - F b O t i F [ Feaat
o
#  Catalog Path Rule Hame Dafinition Description Rule Syntax Actions
E0L
1 Customer Ruls SMOWFLAKE Madking Palizy - Dats Masking P Apply SROWFLAKE dynamic datn Autergenstalid SHOWFLAKE mask @& 0
JEON
Tes 123 ® B
JEON
3 TechPuba Agricultune rules. Agriculiural ndes Belors to the ahu @ 0
JEON
4 Erwin_Salsa Respact e "Mk an appeintrnent when i i ¢ & @
Actions

Each rule row includes the following actions:

« @ View Rule - Opens the full rule details in the default display format, showing the
rule name, catalog path, definition, description, and syntax.

° @ - Activity Log - Displays a complete audit trail of all changes made to the rule over
time.
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Creating Policies

Creating Policies

This topic walks you through creating a policy with Al assistance. Policies are created in the
draft stage and can be refined before generating rules and enforcing them.

Before You Start

e Ensure you have the required permission to access Policy Manager.
» Understand the policy type you need (Classification, Masking, Retention)

e Have a clear intent for the policy (what data it governs, why, and how)

For example, the following steps display how to create a data masking policy and configure
partial masking for email addresses by masking five characters.

To create business policies, follow these steps:

1. Go to Application Menu > Data Governance > Policy Manager.

The Policy Manager page opens.

@ Policies (1) Rules
"3 CATALOGS + o= (0 Hemi # Create Policy
Search catalogs & 10 Toinl Folicles @ 4 Catalogs @ D Enforced @ O Classification @ 1 DoftaMasking @ O Refention @ 1 A1 & § Manual
SEARCH CATALOG TYFE
* Business Cal
ko Q Al catalogs - Alltypes Reset L3
+  Erwin Employes
» GOPR Palicies #  Catalog Path Policy Harna Type Source :  Definition 3 Actions
»  TechPubs ra Dol ",
1 GDPR Policie Data Masking Policy - Marketing . :\: Masking /: £ b This policy mandates that all email addresse. . F@F DL RKA
2 Erwin Employes Parfeemance Review Policies Genes £ Manual  Employes compensation and development p.. .
3 Erwin_Employes Substance Abuse Policles Gener & Manual  Substance abuse can have adverse effects 0. .*
4 GOPR Policies TODA Gerser £ Mangal "
Project Plan Genern & Manual  *
B TechFubs Impact Analysis £ Mangal
7 GOPR Palicies Documentation Gener & Manual - Gow erwin DIS document

2. On the Policies tab, click Create Policy.

The Al Policy Generator page opens.
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Creating Policies

@ Policies ) Rules

" CATALOGS + C =
Search catalogs.

»  Business Catalog
» Erwin_Employes
*  GDPR Policies

*  TechPubs

o

Al Policy Generator

Dascribe your policy — We will draft it for you

e

What type of policy do you want to create?

Select a category to begin the Al-assisted conversation

O

Data Classification

Categorize data assets into
sensitivity levels = Public,

Internal, Confidential,

Restricted

R ©)

Data Masking Data Retention

Pratect Pll and sensitive Define retentios

columns with dynamic masking archival rules and secure

rules for unauthorized roles deletion schedules,

3. Select a policy type:
e Data Classification
¢ Data Masking
e Data Retention

The Al Policy Generator chat window opens.

Policy Manager Guide 16.0

11




Creating Policies

@ Policies [ Rules

"2 CATALOGS + CF - & mwmm (% Data Masking = )

Search catalogs

Data Masking Palicy
»  Business Catalog &

Describe what you need in plain English. Ml ask & few follow-up questions and then generate a complete policy draiit ready for review and saving.
»  Erwin_Emplayee
*  GDPR Policies &
a + Thinking
= TechPubs

4. Answer the clarification questions prompted by the Al Policy Generator.
For example:
e Which regulation or standard must this policy comply with?
e What is the primary data domain this policy covers?

The Al Policy Generator can ask follow-up questions based on your responses.
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Creating Policies

@ Palicies @ Rules

"3 CATALOGS + = « & Al Policy Generator = Dota Masking »

Deneribe your policy — We wil draft it for you

1. Which regulation or standard (e g . GDPR, CCPA. HIPRA) does this policy nead to comply with?
2. What is the primary data domain this policy will cover {e.g., Customer, Emplayee, Finance,
Marketing)?

Search catslogs.

*  Business Catalag

= Erwin_Employes

Marketing. Proge

*  GDPR Policies

*  TechPubs

Yo - 10043 8

GDPR, Marketing

Thank you. To tailor the Data Masking policy further:

1. Which data categories within the Marketing domain should be masked or protected (e.g., email
5, phone \ ign data)?

2. What type of masking do you require=partial masking (e.g.. showing coly part of the data) or full

masking (completely hiding the data)?

a

3 10 understand your requiremnents before generating the draft

Al nsks Folow-up gu

[ emall, partial masking up to 5 characters ] °

Once all required inputs are provided, the Draft Policy Wizard opens, displaying the
first section, Policy Information.
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Creating Policies

O N & W

Q Draft Policy Wizard DRAFT ¢

Step 1 of 4 - Policy Information

o Policy Inf thon e Assoclate Assels ————————— 9 Enforcement Rules ———m— Review & Save

(i) POLICY DETAILS

POLICY NAME *

[ Data Masking Policy - Marketing Email Addresses under GDPR I

[ cATALOG *
[ ) - ]

Please select a catalog

DESCRIPTION

This policy governs the partial masking of email addresses in the Marketing domain to comply with GDPR, allowing only :

DEFINITION *

This policy mandates that all email addresses within the Marketing data domain are subject to partial masking, with

only the first five characters visible to non-administrative users. Full access to unmasked email addresses is granted
exclusively to users with administrative privileges, while all other roles will interact with masked data to protect

personal infermation in accordance with GDPR requirements. The policy is enforced through technical controls in data P

[ POLICY TYPE

= Data Masking -

Review or update the Policy Name.

In the catalog field, select the catalog where you want to save the policy.
Review the policy description, definition, policy type, and tags.

Click Associate Assets.

The Associate Assets section opens.
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Creating Policies

(o) Draft Policy Wizard DRAFT %

Step 2 of 4 Asgociate Assets

° Policy INformation  s——— e Associate Assels 9 Enforcement Rules —————————— e Review & Save

111 ASSOCIATED METADATA ASSETS (METADATA)

= TARGET PLATFORM

3¢ Snowflake

0, FIND METADATA ASSETS

= System - & Environment .
Q, Search table / column names... Sﬂrch

{ Back Enforcement Rules 3

9. Select the system, environment, table, and columns to associate with the policy. You
can do one of the following:

e Select assets manually using drop-down lists or the search box, or

» Click Al Suggest to view recommended tables and columns.

You can review and accept Al-suggested tables and columns.

Selected assets appear in the Selected field at the top.
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Creating Policies

@ Draft Policy Wizard

Step 2 of 4 - Associate Assets

° Policy Information @ A iate Assets 9 Enf ment Rules e Review & Save

& SELECTED 0 table(s) 5 column(s)
M SNOWFLAKE_SAMPLE_DATATPC.. € M SNOWFLAKE_SAMPLE_DATA.TPC.. © M SNOWFLAKE_SAMPLE_DATATPC.. ©

W SMNOWFLAKE_SAMPLE_DATATPC_ @ M SHOWFLAKE_SAMPLE_DATA.TPC.. @
—
[

| ASSOCIATED METADATA ASSETS

&= TARGET PLATFORM

¥ snowflake -
S0, FIND METADATA ASSETS = Clear
System Environment
om
[ &= Snowflake o - J ® . ouflake Q-

Q, Search table / column names...

Keywords used in Al su lection: data, masking, marketing, email, addresses, under, gdpr, mandates, within, domain
AN(16)) Al Mode (16)
1-5/ 16 re < »

‘m SNOWFLAKE_SAMPLE_... ] B Snonfoke i SHOWFLAKESAL | imode

EY] [v CNAME] [« C_ADDRESS] [ C_NATIONKEY | [ C_PHONE ] [m c_ACCTBAL

<$ Back Enforcement Rules >

(36 Select All} |mm C.

10. Click Enforcement Rules.

The Enforcement Rules section appears.
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Creating Policies

@ Draft Policy Wizard DRAFT

Step 3 of 4 - Enforcement Rules

° Palicy Information ———— ° Associate Assets —————— 9 Enforcement Rules ———— e Review & Save

<X, SOL ENFORCEMENT RULES (Ai-saL) (© Data Masking)

] RULE CATALOG

. -+

. Generate Data Masking SQL Rules with Al

RULES SUMMARY

< Back Review & Save >

11. In the Rule Catalog field, select a rule catalog from the drop-down list. For example,
Customer Rules.

12. Click Generate Data Masking SQL Rules with Al.

These are SQL rules used to enforce the policy. The system generates the SQL rules
automatically. No manual input is required.
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Creating Policies

@ Draft Pollcy Wizard DRAFT X
Step 3 of 4 - Enforcement Rules
° Policy Information —————————————— ° Agsociate Assels —— 9 Enforcement Rules e Review & Save

§ SQL ENFORCEMENT RULES (A1 - 5aL) (C Data Mn,l,lcmq_j

[] RULE CATALOG

Customer Rules

. Generate Data Masking SQL Rules with Al

SNOWFLAKE Masking Policy - Data Masking Policy - Marketing Email Addresses under GDPR DL (B SNOWFLAKE,

IE] copr & Downlosd sq
<> RULE SYNTAX

< Back Review & Save >

13. (Optional) If you do not want to enforce the policy immediately and want to assess it
outside the Quest DI system, click one of the following:

» Copy
e Download

14. After verification, click Review & Save.

The Review & Save page displays the policy summary.
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Creating Policies

Q Draft Policy Wizard

Step 4 of 4 - Review & Save

° Policy Information

FULL REVIEW SUMMARY
POLICY INFORMATION

Marme

Type

ASSETS

Target Platform

_— ° Associate Assets ———

° Enforcement Rules

Data Masking Policy - Mark

ing Email Add

under GDPR

Data Masking

SNOWFLAKE

3 selected

DRAFT ¢

_— 9 Review & Save

[ SMOWFLAKE SAMPLE_DATA TPC.

B SNOWFLAKE_SAMPLE_DATATPC_. |

RULES
Catalog

Accepted

Customer Rules

111

@ SNOWFLAKE Masking Policy - Data Masking Policy - Marketing Email Addresses under GDPR

Apply SNOWFLAKE dynamic data masking 1o sensitive columns identified in the "Data Masking Policy - Marketing Email Addresses under GDPR

) (W SNOWFLAKE_SAMPLE DATA.TPC... | [ SNOWFLAKE SAMPLE_DATATPC... | (Ml SNOWFLAKE SAMPLE DATATPC.. )

oL

< Back B save with 1 Rule(s)

15. Click Save with n rule(s).

The rules are saved in the Quest DI database, and you return to the Policies tab.

For further workflow, refer to the Managing Policies topic.
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Managing Policies

Managing Policies

After you create and associate policies with your data assets, you can perform several
actions to maintain and enforce your data governance rules. The policies tab provides com-
prehensive tools to monitor, modify, and apply your policies across your data infrastructure.

Managing policies involves:
e Using Al Explain to understand policies
¢ Viewing policy details
e Editing policies
e Reviewing policy activity history
e Enforcing policies on environment
¢ Viewing policy relationships in Mind Map

* Deleting policies

Using Al Explain

The Al Explain feature generates a simplified summary of your policy. This is particularly use-
ful for stakeholders who need to understand the policy's purpose without reviewing the
complete technical details.

To understand the complete configuration of a policy, you can view its detailed information.

To generate Al explanation :
1. On the Policies tab, locate the policy to be explained.

2. In the Actions column, click 5_{:3'

The Al Policy Explanation pane opens.
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Managing Policies

‘;‘}; Al Policy Explanation
= Data Masking Policy - Marketing Email Addresses under GDPR

[©) This policy ensures that email addresses in the Marketing data domain are partially
hidden for most users, showing only the first five characters, while only
administrators can see the full email addresses, in order to comply with GDPR
privacy requirements.

< EXPLANATION

The purpose of this policy is to protect the privacy of individuals whose email
addresses are stored in the Marketing data domain, in line with the General Data
Protection Regulation (GDPR). It does this by automatically hiding part of each email
address so that only the first five characters are visible to most users. This means
that, for example, if an email address is ‘alice.smith@example.com’, non-

administrative users would only see ‘alice’ and the rest would be hidden.

Only users with administrative privileges are allowed to view the full, unmasked email
addresses. All other roles, such as marketing analysts or general staff, will only see
the partially masked version. This restriction helps prevent unauthorized access to

personal information and reduces the risk of accidental data exposure.

The policy is enforced through technical controls within the data systems, ensuring

that the masking happens automatically and consistently. Regular audits are

conducted to make sure the policy is being followed and that personal data is not

ent was created with the help of Al 1o improve spee

d efficiency. Please review 9 Re-explain @

"

You can use the Re-explain button to explore the explanation further.

This pane also displays associated Tables, Governed Columns, and Enforced Rules.

Scroll down to view them.

Policy Manager Guide 16.0
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':}: Al Policy Explanation

Data Masking Policy - Marketing Email Addresses under GDPR

The policy is enforced through technical controls in the data systems, meaning the
masking happens automatically and cannot be bypassed by regular users. Regular
audits are also performed to make sure the policy is being followed and that personal
data is not exposed inappropriately. This approach helps the organization meet GDPR

requirements and protect the privacy of individuals whose data they manage.

3 Tables 0 [T] Governed Columns &
Al Explain
No tables associated SNOWFLAKE _SAMPLE_DATA.TPCH_SF1@aa.CuUsTO

SNOWFLAKE _SAMPLE_DATA.TPCH_SF18@e.CUsTO
SNOWFLAKE _SAMPLE_DATA.TPCH_SF1@@a.LINEI
SNOWFLAKE_SAMPLE_DATA.TPCH_SF1e88.LINEI
SNOWFLAKE_SAMPLE_DATA.TPCH_SF168@.LINEI

SNOWFLAKE _SAMPLE_DATA.TPCH_SFleaa.NATIO

RULES ENFORGED
® SNOWFLAKE Masking Policy - Data Masking Policy - Marketing Email Addresses under

GDPR
Auto-generated SNOWFLAKE masking policy DDL script.

1tent was created with the help of Al to improve speed and efficiency. Please review _
e ’ O Re-explain Close

Viewing Policy Details
To understand the complete configuration of a policy, you can view its detailed information.
To view policy details:

1. On the Policies tab, locate the policy you want to view.

2. In the Actions column, click @.
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Managing Policies

The Policy pane opens displaying Policy Information.

O Data Masking Policy - Marketing Email Addresses under GDPR

#14  Data Masking = A

| ¥* POLIGY INFORMATION
GDPR Policies
| ® coNTENT

"

tive users. Full access to email

pliance and prevent unauthorized exposure of personal data.

reles to masked data.

| = LINKED RULES 1
[ SNOWFLAKE Masking Policy - Data Masking Policy - Marketing Email Addresses under GDPR
Auto-generated SMOWFLAKE masking policy DDL script
| & METADATA ASSETS &

fH Tables o [ Columas
C_NaME

€_ADDRESS

L_PARTKEY

This policy mandates that all email addresses within the Marketing data domain are subject to partial masking, with only the first five characters visible to non-administra
is granted y to users with administrative privileges, while all other roles will interact with masked data to p
rotect personal information in accordance with GDPR requirements. The palicy is enforced through technical controls in data systems, with regular audits 1o ensure comn

This policy governs the partial masking of email addresses in the Marketing domain to comply with GDPR. allowing only administrators full access while restricting ather

You can also open the Edit Policy Wizard by clicking the Edit button in the top-right corner.

Editing Policies

You can modify an existing policy to update its definition, associated assets, rules, or other

configurations.
To edit a policy:
1. On the Policies tab, locate the policy to be explained.

2. In the Actions column, click /

The Edit Policy Wizard opens, displaying the current configuration.

Policy Manager Guide 16.0
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= Sty x

o Polity Information e Associnte Assets 9 Linked Rules e Review & Save

(i) PELICY DETAILS
POLICY NAME =

Data Masking Policy - Marketing Email Addresses under GDPR

CATALOG PATH
GDPR Policies
BESCRIPTION

This palicy governs the partial masking of email addresses in the Marketing demain 1o comply with GDPR, allowing only administrators full access while restricting other roles @

DEFINITION =
This palicy mandates that all email addresses within the Marketing data dormain are subject to partial masking, with only the first five characters visible to non-administrative
users, Full aceess o unmasked email addresses is granted exclusively to users with administrative privileges, while all other roles will interact with masked data to pratect
personal information in accordance with GDPR requirements. The policy is enforced through technical contrels in data systems, with regular audits to ensure compliance and
prevent unauthorized expesure of personal data.

POLICY TYPE
Data Masking

TAGS

(email-address ) (gdpr @) {access-control €)) (data-masking €3) (marketing @) (privacy &)

,e
.

3. Make any necessary changes, such as:
e Removing existing assets (tables, columns, or data elements)
e Adding new assets to the policy scope
¢ Modifying the policy definition or description
e Updating associated rules and conditions

The Edit Policy Wizard takes you through the same policy creation workflow, allowing you to
make changes at any stage. For more information, refer to the Creating Policies topic.

Viewing Activity Log

The Activity Log section maintains a comprehensive record of all changes made to a policy.
This audit trail enables you to track modifications and understand the policy's evolution over
time.

What the Activity Log records:
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e Adding or removing tables and columns
* Changes to the policy definition or description
e Modifications to policy rules and conditions

e All updates and revisions made during policy lifecycle

The Activity Log provides full traceability of your policy management activities, which is
essential for compliance and audit purposes.

To view the Activity Log:

1. On the Policies tab, locate the policy for which you want to view the Activity Log.

2. Inthe Actions column, click @ The Activity Log opens.
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@ Activity Log 5

Data Masking Policy - Marketing Email Addresses under GDPR

< Expand all ¢» Collapse all

(© Assign Record  4records P

@ Columns assigned ADMINISTRATOR May 28, 2026, 07:15:34 AM

~ Hide details

Summary : Metadata Columns assigned
Change Type : Assignment

Columns Assigned : 1

Columns : 1.

SNOWFLAKE_SAMPLE_DATA. TPCH_S
F1000.NATION.N_NATIONKEY
[snowflake / SNOWFLAKE
SAMPLE_DATA]

@ Columns assigned ADMINISTRATOR May 26, 2026, 05:22:22 AM

~ View details

@ Rules assigned ADMINISTRATOR May 26, 2026, 05:22:22 AM

~ View details

@ Tags assigned ADMINISTRATOR May 26, 2026, 05:22:21 AM

~ View details

| @ Add Record 1 record A

Policy Created ADMINISTRATOR May 26, 2026, 052221 AM

~ View details
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Enforcing Policies

The SQL script generated by Al should be reviewed and tested in a non-pro-
Eﬁ duction environment before enforcement on production. Ensure you have
— the required permissions before applying policies to production systems.

Policy enforcement is the final stage in the policy management workflow. During this stage,
the SQL queries generated for your policy are applied to your environment through Quest

DI.

To enforce a policy:

1. On the Policies tab, locate the policy to be enforced.

2. Inthe Actions column, click ﬁ

The Enforce Policy pane opens.

ﬁ Enfrfce P_nli::y I . SNOWFLAKE

= TARGET DATABASE =% ENFORCEMENT RULES 1
Snowflake ] Al Generated Seript = Review Carefully Before Applyin
ly
A
generated by Al Please raview it carefully to ensure it aligns with your targat enviranment, business legic and 1est the seript in @ non

This script is
production environment before running sgainst live data.

il ENVIROHMENT [

[ G2 SNOWFLAKE SAMPLE_DATA

SHOWFLAKE Masking Pelicy - Data Masking Palicy - Marketing Email Addresses under GDPR © 0%

SNOWFLAKE SAMPLE_D.. 0 com %
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3. Select the target environment. For example, Snowflake Sample_Data.
4. Click Apply.

The Enter Credentials dialog appears.

Enter Credentials

Provide the credentials for the target environment,

5. Confirm you have the necessary permissions and enter your database credentials.

For more information on connections, refer to the Creating and Managing Envir-

onments topic.
6. Click Test Connection.

7. After the connection is verified, click Apply.

The SQL rules execute on the environment. Data masking takes effect based on the
policy rules.
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ﬁ It:rlforoe Policy - - SNOWFLAKE > Apply
= TARGET DATABASE =% ENFORCEMENT RULES 1
i
Snowflake L] Al Generated Script — Review Carefully Bafore Applying

This script is generated by Al Please review it caredully 10 ensure it aligns with your target environment, business logic and test the script in a non-

praduction emiranmant befare nanning against live data,

s ENVIRGNMENT a

[ &3 SNOWFLAKE SAMPLE_DATA ]

SHOWFLAKE Masking Policy - Data Masking Policy - Marketing Email Addresses under GDPR <+ 00

SNOWFLAKE SAMPLED... ~ D oo & vomiosd o

@) Executed Successfully 120K 12 statements  7096ms SMOWFLAKE SAMPLE_DATA

Expented: D9E ROLE RCI-OTFTADKIH

(<]

Exscuted:

(<]

Executed:

<]

Executed: ALTER TABLE TEST DE

Executed: ALTER TABLE TES

a

Executed:

B

-._._._.____..
(<

Reviewing Enforcement Results

After policy enforcement, you can review the execution results to identify which rules were
successfully applied and which may require attention.

Result
Status

Description Required Action

The SQL query executed suc-
Executed cessfully and the policy rules No action required
were applied

Error The SQL query failed to execute. | Review the error details and manually
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refine the query if needed. Execute the cor-
rected query in a subsequent enforcement
step.

The rule could not be applied to
the specified column or data type

Using Mind Maps

The Mind Map displays all associations and relationships for a policy in a clear, hierarchical
view. This helps you understand the complete scope and impact of your policy.

The Mind Map displays:
e Which environment, tables, and columns the policy is applied to
e Associated data classifications and tags

¢ Linked business policies and data quality rules
e Complete asset associations for the policy
To view the mind map:
1. On the Policies tab, locate the policy for which you want to view the mind map.

2. Inthe Actions column, click ﬂgﬁ
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The mind map opens.

& MindMap Explorer

Data Masking Policy - Marketing Email Addresses under GDPR

SNOWFLAKE |
SAMPLE_DATA

SNOWFLAKE
SNLE D0

Columas |~ Rels

Typea: | Tabled  Business Rube  Tags Repreents

it Implemented By

M Relatianhig

@ a
Logend

@ Tabbes
D susvess e
0w

View My Praferences

SHOWFLAKE Masking Palicy
- Diata Masking Pelicy -

Marketing Email Addresses

under GDPR (0)

Object Properties

Relationship Content

Overview

€ 0 &

:'- -:l Colurrna

) rusness ey

Deleting Policies

=% before proceeding.

=I’ Deleting a policy is a permanent action. Ensure you no longer need the policy

When a policy is no longer required, you can delete it from the system. Deletion removes

the policy along with all its associations and rules.

To delete a policy:
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1. On the Policies tab, locate the policy to be deleted.
2. In the Actions column, click |0} .

The Confirm Delete dialog appears.
3. Click Delete.

The policy, its associations with assets, and all associated rules are removed from the sys-
tem.
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